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NAMATKA
"O MEPAX BE3OMACHOTIO NCMOJIb3OBAHNA BAHKOBCKUX KAPT"

COGIII-O,D,EHME DEKOMEHAaLI,VIﬁ, coaeprauunxca s MamATke, N03BOAUT obecneunTb MaKCUMa/ibHYIO
COXPaHHOCTb 6aHKOBCKOM KapTbl, €e PEKBU3UTOB, MUH n APYIrnX OaHHbIX, @ TAKXKE CHU3UT BO3MOXKHbIE
PUCKKN npun coBepleHnn onepau,mﬁ C ucnonb3oBaHMeM 6aHKOBCKOM KapTbl B 6aHKOMaTe, npu
6e3HanMyHoM onnaTe TOBApOB U yCNyr, B TOM 4Ynucne 4yepes CeTb MHTepHET.

Obuwme pekomeHaaUUn

1. Hukorga He coobuwaiite MUH TpeTbMm nMUamM, B TOM 4YMCAE POACTBEHHMKAM, 3HAaKOMbIM,
COTPYAHMKAM KpeaWUTHOW OpraHuMsaumu, Kaccupam M Anuam, nomorarowmm Bam B MCNonb3oBaHMM
6aHKOBCKOM KapTbl.

2. MNH Heobxo0AMMO 3aNOMHUTbL UK B CAy4ae, eCAu 3TO ABAAETCA 3aTPYAHUTENIbHbIM, XPaHUTb
€ro oTAeNbHO OT HAHKOBCKOWN KapTbl B HEABHOM BMAE M HEAOCTYMHOM ANA TPEeTbUX NNL, B TOM Yyucne
POACTBEHHMKOB, MECTE.

3. Hurorgaa HM NpU Kakmx obCTOATENbCTBAX He nepenasBanTe 6OaHKOBCKYD KapTy Ana
NCNO/Ib30BaHMA TPETbUM /IMLLAM, B TOM YUC/e POACTBEHHMKaM. Ecnm Ha 6aHKOBCKOW KapTe HaHeceHbl
damunna n Mma GM3MYECcKoro SInMLa, TO TONbKO 3TO GU3MYECKOE JIMLLO MMEET NPaBO MCMO/b30BaTb
6aHKOBCKYHO KapTy.

4. Mpu nony4yeHUM OAHKOBCKOM KapTbl pacnuwmntecb Ha ee OOOPOTHOM CTOPOHE B MecCTe,
npegHasHa4yeHHOM A4/1A NognucK geprkatens 6aHKOBCKOM KapTbl, €CAN 3TO NPeayCMOTPEHO. 3TO CHU3UT
PUCK Mcnosib3oBaHMA 6aHKOBCKOM KapTbl 6e3 Balero cornacus B cay4vae ee yTpaTbl.

5. byabTe BHMMATENbHbI K YCI0BMAM XPaHEHWA W MCMOb30BaHMA OaHKOBCKOM KapTbl. He
noggeprainte  OaHKOBCKYD  KapTy  MEXaHWYECKMM, TemMnepaTypHbIM W 3/1€KTPOMArHWUTHbLIM
BO34ENCTBMAM, a TaKKe nsberalite nonagaHua Ha Hee BAarn. bBaHKOBCKYHO KapTy HEb3A XPaHWUTb PALOM
C MOBUNbHbIM TenepoHOM, BbITOBOIN N OPUCHON TEXHUKON.

6. TenedoH KpeaMTHOW OpraHM3aUnKU - IMUTEHTA BAHKOBCKOW KapTbl (KpeauTHOW opraHusaumu,
BblaaBLlle 6aHKOBCKYO KapTy) YKa3aH Ha 060pOTHOM CTOpOHe 6aHKOBCKOM KapTbl. TakKe Heobxoanmo
BCEraa UMeTb Npu cebe KOHTaKTHble TenepoHbl KPEAUTHOM OpraHM3aL MK - SMUTEHTA BAHKOBCKOM KapTbl
M HomMep GaHKOBCKOM KapTbl Ha ApYyrux HocuTensx MHOOPMaLMK: B 3aNUCHOM KHUMKKE, MOBUIbHOM
TenedoHe U/Man Apyrux HocuTenAax HGOPMaLUK, HO He PAAOM C 3anucbio o MNMNH.

7. C uenbto NpeaoTBpaLLeEHMA HENPaBOMEPHbIX AEMCTBUMA MO CHATUIO BCEM CYMMbl AEHENKHbIX
cpefcTB ¢ HaHKOBCKOro cyeTa uLenecoobpasHo YCTaHOBWUTb CYTOYHbIA AMMUT Ha CyMMy onepauuin no
6aHKOBCKOM KapTe U OAHOBPEMEHHO MOAK/OYUTL SNEKTPOHHYIO YCAYry OMOBELLEHMA O NMPOBEAEHHbIX
onepauusx (Hanpumep, onoseLLeHne NocpescTBoMm SMS-co0BLLEHUIN AN MHBIM CNIOCOBOM).

8. Mpwu nonyyeHnn npocbbbl, B TOM YMCAe CO CTOPOHbI COTPYAHWMKA KPeauTHOW OpraHusaumu,
COOBLWNTL MepcoHanbHble AaHHble UAM MHbOpMaLMo 0 BaHKOBCKOM KapTe (B Tom uucne MUH) He
coobuwaite ux. MNepe3BoHUTE B KPEAMUTHYIO OPraHU3aumio - SMUTEHT BGAHKOBCKOW KapTbl (KpeauTHyHo
OpraHu13aLmio, BblAaBLYO HAHKOBCKYIO KapTy) n cooblimTe 0 JaHHOM daKTe.

9. He pekomeHAayeTca OTBeYaTb Ha 3/IEKTPOHHblE MUCbMaA, B KOTOPbIX OT MMEHW KPeaUTHOM
opraHusaumm (B TOM 4yuc/ie KPeauTHOW OpraHu3aumMm - 3MUTEHTa OGaHKOBCKOM KapTbl (KpeauTHOM
opraHu3aumm, Bblaasluei 6GaHKOBCKYO KapTy)) npeanaraetcs NpeaocTaBUTb NEPCOHasbHble AaHHble. He
cnenyiite no "ccbinkam", yKasaHHbIM B MMCbMax (BKAOYAs CCbIJIKM Ha CalT KPeAMTHOM opraHusaumu),
T.K. OHW MOTYT BECTM Ha CalTbl-ABONHUKMN.

10. B uenax nMHGOPMaUMOHHOIO B3aMMOAENCTBUS C KPEeAUTHOM OpraHusaumein - sMUTEHTOM
6aHKOBCKOM KapTbl (KpeaAuTHOW oOpraHu3auumu, BblAaBlueit 6HaHKOBCKYID KapTy) peKkomeHayeTcs



MCMNO/b30BaTb TOJIbKO PEKBU3UTbI CPEACTB CBA3M (MOOWM/BbHBIX U CTaLMOHapPHbIX TenedpoHoB, PaKcos,
NMHTEPaKTUBHbIX Web-caliTos/nopranos, 06bIYHON M 3NEKTPOHHOM MOYTbI M MpP.), KOTOPble YKa3aHbl B
OOKYMEHTaX, NOoJly4eHHbIX HENOCPEACTBEHHO B KPeAUTHOM OPraHU3aLmnmn - SMUTEHTE BAHKOBCKOM KapTbl.

11. NomHUTe, 4TO B cnydae packpbiTva MUH, nepcoHanbHbIX AaHHbIX, yTPaTbl 6aHKOBCKOM KapTbl
CYLLECTBYET PMUCK COBEPLUEHMA HEMPABOMEPHbIX AEWCTBUIA C AEHEXHbIMW cpeacTBaMM Ha Bawem
6aHKOBCKOM CYeTe CO CTOPOHbI TPETbUX NNL,.

B cnyyae ecnm umerloTcA npeanonoxKeHuma o  packpbitun [MWMH, nepcoHanbHbIX AaHHbIX,
NMO3BO/IAIOLLMX COBEPLIMTL HENPABOMEpPHbIE AeMCTBMA C Bawmm GaHKOBCKMM CHETOM, a TaK¥Ke ecnu
6aHKoBCKanA KapTa bblna yTpavyeHa, HeobxoaAMMO HeMeaNeHHO 0b6PaTUTLCA B KPEAMTHYIO OpraHM3aLmio -
3MUTEHT GaHKOBCKOW KapTbl (KpeauTHYI0 opraHu3aLmio, BblAaBlyto BAHKOBCKYHO KapTy) U cneposaTtb
YKa3aHUAM COTPyAHMKA OAHHOW KpeaMTHOW opraHu3aumun. [lo momeHTa obpalieHusa B KpeguTHYHo
OpraHM3aumto - aIMUTEHT BAHKOBCKOM KapTbl Bbl HeceTe PUCK, CBA3AHHbIA C HECAHKUMOHUPOBAHHbIM
CNMCaHNEM JeHEeXHbIX cpeacTs Cc Bawero 6aHKoBcKoro cyeta. Kak npaBw/io, COMAacHO YC/AOBUAM
JOroBopa C KpeauTHOW opraHu3auMen - SMUTEHTOM OaHKOBCKOW KapTbl [eHEeXHble CpeacTBa,
CnucaHHble ¢ Balwero 6aHKOBCKOro cYeTa B pe3y/ibTaTe HECAaHKLMOHMPOBAHHOMO MCMNO/Ib30BaHMA Baweit
6aHKOBCKOM KapTbl 40 MOMEHTa YyBeAOM/eHMA 06 3TOM KpeauTHOM OpraHM3aumMmn - 3SMUTEHTA
6aHKOBCKOW KapTbl, HE BO3MELLAOTCA.

PekomeHAaUMKN NPU COBEPLLEHNM ONepaumit
c 6aHKOBCKOW KapToi B baHKoMmaTe

1. OcywecTsnAnTe onepaunm c UCNosb3oBaHMeM HGAHKOMATOB, YCTAHOBAEHHbIX B 6e30MacHbIX
MecTax (Hanpumep, B rocyfapCTBEHHbIX YYpeXAeHUsX, Noapasne/ieHnax 6aHKoB, KPYMHbIX TOProBbIX
KOMMJIeKCax, FOCTUHMLAX, a3ponopTax U T.Mm.).

2. He ucnonb3yiTe ycTpoiicTBa, KoTopble TpebytoT Beoda MNMMH ans goctyna B nomelleHue, rae
pacnosioxeH 6baHKomar.

3. B cayyae ecnm nobamsoctn ot 6aHKOMaTa Haxo4AaTCcA MOCTOPOHHME Mua, cieayeT BblbpaTb
6onee noaxogslee Bpems 419 UCNOb30BaHUA BaHKOMaTa AN BOCMNO/b30BaTbCA APYrMm 6aHKOMaTOM.

4. MNepepn, ncnonb3oBaHnem HaHKoMaTa OCMOTPUTE €ro Ha HaJnyme AONONHUTESbHbIX YCTPOMUCTB,
He COOTBETCTBYIOLMX Er0 KOHCTPYKLMM U PaCcnoOKEeHHbIX B MecTe Habopa MNH n B mecte (npopesb),
npefHasHa4YeHHOM gas npuMema KapT (Hanpumep, HaanuMe HEPOBHO YCTAaHOBAEHHOW KNnasBwuaTypbl
Habopa MNH). B ykazaHHOM cay4Yae BO34EPKUTECH OT UCMOb30BAHMA Takoro 6aHKomara.

5. B cnyyae eciu KnaBuatypa WAM MecTo AnA npuvema KapT 6aHKomaTa ob6opyaoBaHbl
OONONHUTENIbHBbIMUM  YCTPOMCTBAMW, HE COOTBETCTBYIOWMMM €ro KOHCTPYKUWKM, BO3AEPHKUTECH OT
MCNONb30BaHWA OAHKOBCKOM KapTbl B AaHHOM 6GaHKomate M CoobwuTe O CBOMX MOAO3PEHUAX
COTPYAHMKaM KpeguTHOW opraHusaumm no tenedoHy, ykasaHHoMy Ha 6aHKomaTe.

6. He npumeHsiite Ppusmnyeckyto cuny, 4tobbl BCTaBUTb DaHKOBCKYLO KapTy B 6aHKomaTt. Ecaum
6aHKOBCKaA KapTa He BCTAB/IAETCS, BO3AEPKMUTECH OT MCNO/b30BaHMA Takoro 6aHKomarta.

7. Habupaitte MNH Taknm obpasom, 4Tobbl Nt0aM, HaxoAalMecA B HENOCPeACTBEHHOM 61M30CTH,
He cmorau ero yeuaeTb. Mpu Habope MUH npuKpbiBaliTe KNaBmMaTypy PyKoii.

8. B cnyyae ecnv baHKomaT paboTaeT HEKOPPEKTHO (Hampumep, A0Aroe Bpems HAxXoAMTCA B
peXxMume OXMAAHWA, CaMOMPOM3BOJIbHO Mepes3arpyKaeTca), ciefyeT OTKa3aTbCA OT WMCMONb30BaHMA
Takoro 6aHKOMaTa, OTMEHWTb TEeKyLLylo OMepauMio, Ha)KaB Ha KnaBuaType KHonky "OTmeHa", wu
00X AaTbCcA BO3BpaTa 6AaHKOBCKOM KapTbl.

9. Mocne nonyvyeHUs HaNUYHbIX AEeHEXKHbIX cpeacTB B baHKOMaTe cieayeT nepecymTaTb 6aHKHOTbI
nonucTHo, ybeamtbca B TOM, 4TO HaHKOBCKas KapTa Oblna BO3BpalieHa H6aHKOMaTOM, A0XAATbCA
BblJa4YM KBUTAHLMU MPU ee 3anpoce, 3aTeM MOJOXKUTb UX B CYMKY (KOLLeneK, KapMaH) 1 TONIbKO nocne
3TOro oTX0AMTb OT 6aHKOMaTa.

10. CnepyeT coxpaHATb pacrnevaTaHHble O6aHKOMATOM KBWUTaHUMU ANA MOCNeAylolleid CBEpKM
YKa3aHHbIX B HUX CYMM C BbIMUCKOM N0 6AHKOBCKOMY CYeTy.

11. He npucnywmsainTecb K coBeTaM TPETbUX AUL, A TaKXKe He NPUHMMANTE MX MOMOLb MpuU
nposeaeHUN onepauunii ¢ GaHKOBCKOM KapTon B HaHKOMaTax.

12. Ecav npu npoBeAeHUM onepaumnii ¢ OGaAHKOBCKOM KapToit B 6aHKomaTe OaHKOMaT He
BO3BpaLlaeT OGAHKOBCKYK KapTy, CAeAyeT MNO3BOHUTb B KPeAUTHYKD OpraHusaumto no TenedoHy,



yKasaHHOMY Ha 6aHKomaTe, M O6BACHUTL 06CTOATENbCTBA MPOM3OLWEALIero, a TaKXe caeayer
06paTUTLCA B KPEAWUTHYIO OPraHM3aumio - SMUTEHT GAHKOBCKOW KapTbl (KpeauTHYH OpraHM3auuio,
Bbl4ABLWYO GaHKOBCKYIO KapTy), KoTopas He 6blia Bo3BpalieHa 6aHKOMaTom, W Janee cinefosatb
MHCTPYKLUMAM COTPYAHNKA KPeAMTHOMN opraHn3aumu.

PekomeHAaLUMW NpU UCMOJIb30BaHNUN BAHKOBCKOM KapThbl
Ans 6e3HaNMYHON ONaTbl TOBAPOB M yCAyr

1. He wucnonb3yinte GaHKOBCKME KapTbl B OpPraHM3auusax TOProB/AM W YCAYT, HE Bbi3blBaOLMX
aosepums.

2. TpebyiiTe npoBeAeHMA onepauuii ¢ 6aHKOBCKOM KapToil TONbKO B Bawem npucytcTemu. 3710
HeobX0AMMO B LEeNAX CHWMKEHUA PUCKA HEMpPaBOMEPHOro MosyyYeHus Bawwmx nepcoHaNbHbIX AAHHBbIX,
YKa3aHHbIX Ha 6aHKOBCKOWM KapTe.

3. Mpu wncnonb3oBaHMM GAHKOBCKOM KapTbl AN ONAaTbl TOBApOB M YCAYr Kaccup MOKeT
notpeboBaTb OT BAagenblLa 6aHKOBCKOM KapTbl NpeAocTaBMTb MacnopT, Nognucatb YeK WAM BBECTM
MWH. Nepea Habopom MUH cneayeT ybeanTbca B TOM, YTO /IOAM, Haxo4AWMECA B HENOCPEACTBEHHOM
6/1130CTH, HE CMOTYT ero yBuAeTb. Mepes Tem Kak NoanucaTh YeK, B 06A3aTenbHOM NopsaaKe NpoBepbTe
CYMMY, YKa3aHHYI0 Ha YeKe.

4. B cnyyae ecau npu nonbiTKe onnatbl 6aHKOBCKOM KapToM mmena mecto "HeycnewHasa"
onepauus, cneayet COXpaHWUTb OAMH 3K3EMMAAP BblAAHHOTO TEPMMHANOM YeKa AN noc/ieayroLei
NMPOBEPKMN HA OTCYTCTBUE YKa3aHHOW omnepaLMun B BbIMMCKE NO HAHKOBCKOMY CYETY.

PekomeHaaLnmM Npu coBepLLIEHNN onepauuii ¢ GaHKOBCKOM
KapToi yepes ceTb MIHTepHeT

1. He ucnonb3synte MUH npu 3akase TOBapoB M YCAYyr 4yepe3 ceTb MHTEpPHET, a TaKKe no
TenedoHy/dakcy.

2. He coobuiaiiTe nepcoHasbHble gaHHble UAM MHbOPMaUuMIo O baHKoBCKoOM(om) KapTe (cyeTte)
yepes ceTb MHTepHeT, Hanpumep MNH, napoan goctyna K pecypcam 6aHKa, CPOK AencTeus 6aHKOBCKOM
KapTbl, KPeAWUTHbIE IMMUTbI, UCTOPUIO ONepaLLMii, NePCOHaNbHbIE AaHHbIE.

3. C uenbio NpeaoTspalleHMa HenpaBoMEepHbIX AeNCTBUA MO CHATUIO BCEN CYMMbl AEHEXHbIX
cpeacts ¢ 6aHKOBCKOro cyeTa pekomeHayeTca ANA onaaTthl NOKYNOK B ceTu MHTepHeT Mcnosib3osaTh
OoTAeNbHYI0 BGaHKOBCKYIO KapTy (TaK Ha3blBaeMylo BUPTYaNbHYIO KapTy) C npeaenbHbIM JAVUMUTOM,
npefHasHa4YeHHYI0 TONbKO A4 YKa3aHHOW Lenun U He No3Bo/AOLLY NPOBOANUTL C ee UCMONb30BaHNEM
onepauun B opraHn3aLmax TOProsan 1 ycayr.

4. CneayeT Nonb30BaTbCA MHTEPHET-CaTaMM TOMIbKO M3BECTHbIX W MPOBEPEHHbIX OpraHu3aLmi
TOProBAN U YCAYT.

5. O6asatenbHo ybeautecb B MNPaBUALHOCTM aApecoB MHTEPHET-CAalTOB, K KOTOPbIM
noAxovaeTecb M Ha KOTOpbIX cobupaeTech COBEPLINTb MOKYMKM, T.K. MOXOXMWe agpeca Moryt
MCMNONb30BaTbCA AN OCYLLECTBAEHUA HENPaBOMEPHbIX AeNCTBUN.

6. PekomeHayeTcs coBepllaTb MOKYMKM TOJIbKO CO CBOErO KOMMbIOTEPaA B LENSAX COXpPaHeHus
KOHOUAEHUMANbHOCTU NEePCOHANbHbIX AaHHbIX U (MAK) MHPopmaLMmn o GaHKOBCKo(oM) KapTe (cyeTe).

B cnyyae ecnM  NOKynMKa coBepluaeTcd € MCMNOJIb30BaHMEM YYXKOTo KOMMbiOTepa, He
PEKOMEHAOYETCA COXPaHATb Ha Hem MepcoHanbHble JaHHble W Apyrylo UHbopmMauuio, a nocne
3aBepLIeHMs BCeX onepaunii HyXHo ybeauTbca, YTO NepcoHasnbHble AaHHble U apyraa MHGopmMaLumsa He
coxpaHunucb (BHOBb 3arpysve B bpaysepe web-cTpaHuuy npogaBua, Ha KOTOPOM COBepLUANUCh
NOKYMKM).

7. YCTaHOBUTE Ha CBOM KOMMNbIOTEP aHTUBUPYCHOE MNpOrpammHoe obecneyeHue U perynspHo
npoussoauTe ero o6HoBAEHWE U OBHOBAEHWE APYrMX UCMNOJIb3yeMbiX Bamu nporpammHbIX NPOAYKTOB
(onepauMoHHOM cUcTeEMbl U MPUKAAAHBIX MNPOrpamm), 3TO MOKET 3aluUTUTb Bac OT MPOHMKHOBEHUA
BpPeAOHOCHOro NporpammHoro obecneyeHus.




